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Abstract

In this paper, we present a general definition for secure computation following the general
paradigm: a protocol is secure iff it can emulate an ideal protocol.

We start by adopting the probabilistic polynomial-time process calculus, originally presented
in [LMMS98], as the natural language to specify protocols. Given the nature of the adversaries
together with the secrecy requirements of secure computation protocols, we need to augment
the calculus with local output channels and priority terms. Capitalizing on the semantics of the
calculus, we extract a Markov process of observations and establish the notion of emulation. After
representing the ideal secure computation protocol in the calculus, we present the concept of
secure computation via emulation and obtain the associated composition theorem, encompassing
both active and passive adversaries. To illustrate the concepts and results in an intuitive and simple
manner, we focus the simpler case of oblivious transfer (OT).

Finally, we show that our concept of secure OT is equivalent to the concept formalized by
Canetti in [Can00], which is based on interactive Turing machines, and discuss the advantages
and simplifications introduced by this work.
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SECURE COMPUTATION IN A PROBABILISTIC POLYNOMIAL -TIME
PROCESSCALCULUS

1 Introduction

Throughout the last years, designing secure protocols has been one of the most prolific areas in cryp-
tography. The branch which deals with secure computation has not been an exception [AF90, Bea91,
GM95, HMOO]. The overall goal of this cryptographic task is to evaluate publicly a fungtiguar-
anteeing in the presence of adversary behavior of some part of the system, the secrecy of the arguments
of f, which are hold by the participants. The fact that adversaries are part of the protocol distinguish
this problem from most of the other cryptographic tasks, like authentication, where adversaries are
external to the protocol.

The main objective of this paper is to establish a rigorous notion of secure computation. For
the sake of simplicity, we focus a very particular case of secure computation called oblivious transfer
(OT). Oblivious transfer protocols are building blocks for several other multi-party secure computation
protocols, like the circuit evaluation protocol [AF90]. Therefore, establishing an accurate concept of
secure OT is of outmost importance. As discussed in [MR91], any notion of security must be endowed
with a composition theorem, which loosely speaking states that composing secure protocols is secure.
The composition theorem is specially relevant for OT, since, as discussed before, it is a common
component of other protocols.

A formalization of secure computation was already established by Canetti [Can00] using inter-
active Turing machines. The framework of interactive Turing machines, even if optimal to deal with
complexity results, is not abstract enough to specify elegantly cryptographic protocols. Moreover, this
framework emerges from relevant problems connecting cryptography and complexity, and therefore,
much effort must be put to obtain orthogonal results, such as the envisaged composition theorem. On
the other hand, process algebras are endowed with a precise syntax and semantics, which provides a
good framework to specify protocols and obtain compositional results.

Process calculi were first used in security analysis by Roscoe [R0s95], Schneider [Sch96], and
Abadi and Gordon [AG99]. In the latter, the spi-calculus was established by augmenting the
calculus [Mil89] with cryptographic primitives. However, since we address the setting where the
agents of the protocols are bounded by probabilistic polynomial-time computation (computational
security), we consider the probabilistic calculus by Mitchell et al [MRSTO1].

The above mentioned probabilistic process algebra considers both public and private channels for
agent communication. However, for multi-party secure computation it is enough to consider private
channels alone (given that adversaries are agents of the protocols). Therefore, we require a new type
of channel to generate outputs, which we call local output channels. This augmentation is due to the
nature of the adversaries of secure computation protocols, which are part of the protocol, instead of
exterior to the protocol. This issue is discussed throughout Section 2, for the OT case.

In Section 3 we present the augmented calculus syntax and its semantics. As discussed before,
we only consider private and local output channels. This restriction is broad enough to represent both
the OT agents and its adversaries. We follow the common paradigm to define security via emulation,
which boils down to the following: a real protocol is secure iff it can emulate an ideal protocol. Hence,

a general concept of secure computation is achieved. Finally, a composition theorem for this abstract
notion of security is derived.

In Section 4 we present oblivious transfer within the probabilistic process algebra. First, the ideal
oblivious transfer protocol is represented in the calculus, and finally, the functionality of oblivious



transfer is set. Next, we present the concept of secure oblivious transfer protocol. Since oblivious
transfer is a two-party protocol, the notion of security is split in two, sender and receiver security.

This notion is shown to be compositional, and this result is discussed throughout the section. Finally,
we show that the notion of secure oblivious transfer is equivalent to the notion of oblivious transfer

formalized with interactive Turing machines by Canetti in [Can00] (as a particular case of secure
computation). Finally, we generalize the results to secure computation in Section 5.

The contributions of this paper are threefold. First, we obtain a notion of secure computation in
the context of process algebras encompassing both active and passive adversaries. Second, we show
an abstract composition theorem for the proposed notion secure computation. Finally, we establish
an important relationship with the interactive Turing machine framework, by finding an equivalence
between our notion of security and the formalization by Canneti.

2 Overview of the problem

In this section we discuss the nature of the adversaries in secure computation protocols and its impact
in the calculus and in the notion of security. This section is entirely dedicated to motivate our approach
on the definition of secure computation. For illustration purposes, we consider oblivious transfer, a
relevant case of secure computation.

Oblivious transfer is a two-party protocol, where one agent is called the sender and the other the
receiver. The sendef holds a vector of bité and the receiveR wishes to know the-th bit of this
vector. We can split the goal of the protocol in two parfg:obtains the requiredth bit without
knowing further bits of; S does not gets any information abautlf one can trust a third party,
there is a trivial protocol which implements securely OT: the sender detwld’ and the receiver
sends: to T, thenT sendsgi to the receiver. This description establishes what is called the ideal
protocol I, which is constituted by three parties running in parallel, the sender, the receiver and the
trusted party (b, i) = S(b)|R(i)|T.

If there are no trusted parties (or they are too expensive), then finding protocols that implement
OT is not a trivial task (see [Rab81]). The obvious next step is to show that these protocols are
secure. A protoco@(b i) implements oblivious transfer |£‘Q(b i) can be split in two processes, the
senderQs(b) and the receive€ (i), and if after running (b, 7) the receiver knows;. By secure
implementation we mean that the receiver can not trick the sender to know mor@,ﬂamui that
the sender does not get any information aboWe call the former propertgender securitgand the
latterreceiver securityHence, a oblivious transfer protocol is secure iff it is both sender and receiver
secure.

Local output channels are used to model what agents know. For the particular case of OT, the
receiver should knové; after running the protocol, therefore we oblige the receiver to output this
value through a local output channel. Note that this output can not be seen by the sender, or else the
sender would be able to gather information ahiout

We define security by taking advantage of the ideal proééss) = S(b)|R(i)|T. We say that
Q is sender secure iff for any real adversary receidefor QS(E) there exists an ideal adversary
receiver B for S(b)|T (the ideal sender) such that all local outpt}g(b)|A are computationally
indistinguishable from the outputs 6‘f(5)]T|B. An ideal adversary receive? is any process which
interacting withS(b)|7 can at most know one projection bf while a real adversary receiver could
be any process. Similarly) is receiver secure iff for any real adversary senddor Qr(:) there
exists an ideal adversary sendgfor R(i)|T" such that all local output9 z(7)| A are computationally
indistinguishable fromR(:)|T'|B. In this case, an ideal adversary sendeis any process which
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interacting withR(b)|T" can not obtain any information aboytwhile, once again, a real adversary
sender could be any process.

Ideal adversaries are usually bounded by what they are allowed to know, on the other hand, real
adversaries are not bounded at all (except by the probabilistic polynomial time computation power).
Hence we say that a protoo@l securely implements an ideal protodalff for any (unbounded) real
adversaryA we can find a (bounded) ideal adversdysuch that we cannot efficiently distinguish
Q| A from I|B, where the distinction is based on the local outputs. This definition clearly motivates
that observations over a process are obtained from local outputs.

We proceed by presenting the probabilistic process calculus, its semantics and the envisaged no-
tion of emulation. After these steps are made, we establish the notion of secure implementation and
discuss its compositional properties.

3 Probabilistic process calculus

In this section, we augment the probabilistic process calculus originally established in [LMMS98,
LMMS99, MRSTO1], envisaging the use of such calculus to characterize secure computation, and
in particular oblivious transfer. As traditional for the secure computational setting, we just consider
the case where private channels are used in the protocols, which for oblivious transfer is enough,
and for general secure computation encompasses most cases (sometimes called private computation
protocols). The remaining cases, were public channels are required, can be dealt by asserting that
private channels can be emulated by public channels plus encryption, as stated in [CKO01].

3.1 Syntax
We assume as given once and for all a countable set of local output chahrelgu,, ..., u,, ...}
and a countable set of private channgls= {vy,...,v,,...}. We take these sets to be disjoint and

callC = U UV the set of all channels.

Both private and output channels are designated channels which can not be tapped. While for
private channel outputs can be issued and inputs received, local output channels can only be used
to send outputs. Moreover, mind that the values issued through output channels correspond to local
knowledge of the process, and are not meant to be known by all the system, but only by the agent
which has issued them. Local output channels model (in the process algebra) the local outputs already
present in joint computations of interactive Turing machines, and will be central to establish an equiv-
alence relation between processes, since all the information communicated through private channels
is hidden.

Whenever security protocols are considered, it is common to introduce a security panaraeter
N. From now on, the symbol is reserved to designate such security parameter. One role of this
parameter is to bound the bandwidth of the channels, hence, we introbacelaidth mapo : C —

q, Whereq is the set of all polynomials taking positive values. Hence, given a vafoethe security
parameter, a channektan send messages with at mest)(n) bits.

We take as black-box the set of probabilistic polynomial tefirfendowed with a set of variables
Var) established in [MMS98]. The most relevant resultiois that for any probabilistic polynomial
(on the security paramete time functionf there is a terni such that the associated probabilistic
Turing machineM; computesf. Furthermore, given a termthe associated probabilistic Turing
machines\/; is always probabilistic polynomial time (o#).

Definition 3.1 Thelanguage of processe&sis obtained inductively as follows:
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1. 0 € L (termination);
. ende L (priority termination);
. eagefQ) € L where@ € L (priority);

. (t). € L wheret € T andc € C' (output);

2
3
4
5. (2),.Q € Lwherev € V, z € Var and@ € L (input);
6. [t1 = t2].Q Wherety, ty € T and@ € L (match);

7. Q1|Q2 whereQ1, Q2 € L (parallel composition);

8

. 14Q whereQ € £ andq € q (iteration).

Given a process teri@}, we denote the set of output channels occurrin@ iny Ug C U.

After fixing the security parameter, we evaluate each iteratidp? asq(n) copies ofR in paral-
lel. Hence, given a process teghwe denote byQ,, the process without iteration where we replace
in  each subtermy, R by ¢(n) copies ofR in parallel.

We depart from the usualcalculus notation by not considering a binding private channel operator
v and by changing the position of the channel labels, for instance werlisenstead ofv ().
3.2 Semantics

The semantics of a process term is a Markov chain over multisets of a special kind of process terms,
which we call eligible.

Definition 3.2 Theset of eligible processd&sis defined inductively as follows:
e 0
o (t). € Ewheret € T andc € C,
e (2),.Q € Ewherev € V, z € Var andQ € L;
o [t1 =12].Q € Ewherety, ty, € T andQ € L;
e eagefQ)) € £ whereQ € €.

In order to present the operational semantics, we set some notation on finite multisets. A finite
multiset M over a setl is a mapM : L — N such thatM~!(N;) is finite. The difference of\1
and M’ is the multisetM \ M’ where(M \ M')(l) = max(0, M(l) — M'(l)). The union of two
multisetsM and M’ is the multisetM U M’ where(M U M')(1) = M(1) + M’(l). We say that
M c M'iff M(1) < M'(1) foralll € L. Furthermore, we say thae M iff {I} C M. Finally, we
call o7, (L) the set of all finite multisets ovel.

Definition 3.3 Given a process) € £ without iteration we obtain thenultiset of sequences @,
which we denote by, as follows:

e Mg = {} wheneverQ = 0;
e Mg = {Q} whenever) is eligible and different frond;

4



e Mg = UQ,/GMQ,{eageI(Q”)} whenever) = eagefQ’);

o Mg = Mc¢g UMqgnr wheneveiQ = Q'|Q".

Given a multiset of process termg we calleagef M) the submultiset of\1 which contains all
process terms aM with headeage(.) andremoveageiM) = {Q : eagefQ) € eagefM)}, that
is, the multiset where we have remoweaher.) from the processes iagef.M).

Instead of presenting of the semantics with probabilistic labeled transition systems, we use the
more elegant and well established notation from the stochastic processes community, following the
style in [MPP01].

Definition 3.4 A schedulerS for a security parameter is a Markov chain with state spage,, (&)
such thatS(M1, M3)1> 0 iff one of the following (disjoint) conditions hold:

i) (end of priority)

ii)

— eagefend € eage(M,);
- My = (M, \ eagefM;)) U (removeageiM;) \ {end});
- S(Mi, M3) =1.
This transition corresponds to the end of priorityeéfige(end) occurs ineagef M, ) then the

process terms ieagef.M; ) are no logger the first to be reduced. This transition occurs with
probability 1.

(homogeneous priority)

— eagef M) # {};
— removeageiM, ) is not an absorbing state 5f
- My = (M \ eagefM,)) U eagef My);
— S(My, My) = S(removeagegiM; ), removeagegiMs)) > 0.
This transition is probable whenever there are eager terovginvhich induce a proper transi-

tion (removeageiM; ) is not an absorbing state §f. The transition has the same probability
of the transition where the non-eager terms are disregarded.

(heterogeneous priority)

eage( M) # {};
removeageiM, ) is an absorbing state of;
removeagegiM;) U {Q'} is not an absorbing state Sfwhere@’ € M;;

— My = (M \ (eagefM;) U{Q'})) U {eage(Q) : Q € M3};
— S(eage(Q’) U{Q'}, M3) > 0.

This transition is probable whenever the eager termaff alone can not trigger a proper
transition, but with a non eager tei@i € M are able to induce a transition. The transition has
the same probability of the transition where the non-eager term@’baite disregarded. Note

that heterogeneous priority transitions do not occur if it is possible to make a homogeneous
transition, that is, heterogeneous transitions have lower priority than homogeneous.

18(M1, M>) denotes the probability of going fromv; to Ms in S.
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iv) (communication)

— eagef M) = {};
= {{H)v, ()0 Q} € My;

— t does not have any free variables, @relaluates ton’ with positive probability andn
corresponds to the first(v)(n) bits of m/;

- My = (M1 \ {{t)o, (2),.Q}) U Mgz wWhereQy, stands for the process where we sub-
stitute all (free) occurrences afby m in Q.

This transition is probable whenever there are no priority terms to reduce and there is a pair
input/output for a private channelin M;.

v) (local output)
— eagef M) = {};
- <t>u € Ml;
— t does not have any free variables;

- Mo = M\ {{t)u}

This transition is probable whenever there are no priority terms to reduce and there is an output
for a local output channel in M.

vi) (match)

— eagefM;) = 0;

— [t1 = t2].Q € My wherety, t; are closed terms;
— P(t; =t2) > 0;

= My = My \ {[t1 =12].Q}) U Mg.

This transition is probable whenever there are no priority terms to reduce, there is an match
term in M; andt; evaluates to the same value thiarwith positive probability.

vii) (mismatch)
— eage(M;) = 0;
— [t1 = t2].Q € My;
— P(t1 =+ t?) > 0;
- Mo = (M \ {[t1 = 12].Q}).

This transition is probable whenever there are no priority terms to reduce, there is an match
term in M and¢; evaluates to a different value th&nwith positive probability.

viii) (termination)
- M1 = My;

- S(M1, Ma) =1,
— all other transitions are not probable f&1;.



Whenever all reductions where made, the only enable transition is the loop to the same state,
which means that the reduction has terminated and therdftyrés an absorbing state.

Schedulers are expected to have the following good properties:

e channel and variable independence: probabilities are independent of the names of the channels

and variables, that is

— S(My, Mz)) = S(Myy, May) provided thatr occurs free with respect tpin all pro-
cess terms afM; and Ms;

- S(M1, M3) = S(M15, M25) wherew(d) = w(c) andd does not occur in all process
terms of M, and Ms;

e environment independence: probabilities are independent of the processes terms which are not
involved in the transition, that is

S(My, Ma|M C My N Msz) =SM;p\ M, Mz \ M);

e computational efficiency: the scheduler is modeled by a probabilistic polynomial time Turing
machine.

It is straightforward to check that the scheduler that gives uniform distribution to all possible transi-
tions verifies the above properties. Giving a scheduler, the operational semantics for a procéss term
is straightforward to obtain.

Definition 3.5 Given a proces§ and a schedule, theoperational semantics @} is the subMarkov
chainS(Q) of S consisting of all states reachable frowt, such thatS(Q)° = M, that s, the initial
state ofS(Q) is M.

Note that the loops i%(Q) are the absorbing transitions, and hence, all the states are either tran-
sient or absorbing. This fact implies that forsufficiently large we hav&(S(Q)* = S(Q)*+™) =
1 forall m € N. In other words, any random sampling 8t@) will end in an absorbing state, and
thereforeS(Q) always terminates.

3.3 Observations

In order to establish the observations of a process @yme consider a modulated Markov process
K(Q) = (5(Q),0(Q)) whereO(Q) is the stochastic process of observationgof he latter process
can be set for the entire scheduler, as follows.

Definition 3.6 Given a schedule$ and a security parameter we define th@bservation modulated
Markov procesds = (S, O) whereO is a stochastic process ouér x N) U {7} such that:

o K((My,01),(Ma,092)) = S(M1, Ms3) x pwhenever one of the following conditions hold:

— 09 = (u,m) and the channel outputst in the transition ofM; to M, in S, the proba-
bility of ¢ evaluating tan’ is p andm corresponds to the first(u)(n) bits of m/;

— 09 = 7, p = 1 and the transition frorM1; to M5 in S was not an output transition.



e K((My,01),(Ma,02)) = 0 for all other cases.
Observe thak is indeed a Markov process modulated$yysince there exists a functighsuch that:
K((Mlv 01)7 (M27 02)) = S(M17 MQ)f(Mb M2)

Once again, by restrictingd to S(Q) we obtain the required modulated stochastic process of ob-
servationsK (@) for the process tern). For the sake of easing notation we denote the set of all
observations byt = (U x N) U {7}.

It is obvious that sampling over the observation process generates a sequence of observations, this
induces a family of random quantities, usually called trace.

Definition 3.7 Given an observation process = (.S, O) we obtain arace proces{ 7"}y Where
T* is a random variable ov&b* such that

Uk
P(Tkzol...ok): Z P(/\Oi:Cz)
i=1

1 <...<lg

wherec; = { 0 Pti=1l
7 otherwise
Hence, for instance?(T2%(Q,,) = o102) gives the probability of proces3,, generating the output
01 followed by os.
As expected, the notion of emulation is based on trace processes. As we shall see, one process
emulates another if its trace process is computationally indistinguishable to the trace process of the
other.

3.4 Emulation

One of the most successful ways for defining secure concurrent cryptographic tasks is via process
emulation [AG99, Can00]. This definitional job boils down to the following: a process realizes a
cryptographic task iff it emulates an ideal process that is known to realize such task. In this section,
we detail the notion of emulation for the previously established probabilistic process calculus, guided
by the goal of defining secure computation.

Let I be an ideal protocol that realizes (the honest part of) some secure computation protocol. The
set of free variables af, which we denote by reeVar(I) = {z1,...,z,}, corresponds to the inputs
of the honest parties for the secure computation protocol. Since adversaries cannot change the inputs
of the honest parties, we can model an adversary as a process running in parallefelithving the
style of [Can00]. Any procesg that implements the functionality specified bynust have the same
inputs of I, and thereford'reeVar(Q) = FreeVar(I).

The overall goal is to show th&p realizes without flaws (part of) a secure computation func-
tionality, which is defined byl. The goal is achieved if for any probability distribution over the
inputs X ... X and real adversaryl € A, the trace process ai?ﬁgl':g’gk\/l is computationally in-
distinguishable from the trace processl/gi "¢ | B for some ideal adversay € B where an ideal
adversary is an adversary which cannot cortuphd a real adversary is any process. This property
asserts that given a probability distribution over the input @hdl and a real adversary we can-
not distinguish efficiently the local outputs 6fy "¢ |A with the local outputs of the well behaved

T1...Tp

processly. ¢ |B for someB € B, and therefore, we infer thag’y, "¢ |4 is also well behaved.
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Recall that we use local outputs to model what processes know,Adgsifable to know efficiently

T1...T)

something fromQ'y ™~ X it should not, them can issue a local output with such knowledge. In this
case, we cannot flnd any ideal advers&ryvhich is able to gather fronii"“”1 sz similar knowledge
(by choosing correctly the set of ideal adversaries), and hence, the trace pro@é§s’§‘gf |Ais not
computationally indistinguishable frodt! ¢ .| B for all possible ideal processése B.

This discussion leads to the concept of emulatlon with respect to a set of real advedsands

ideal adversaries.

Definition 3.8 Let @ and be process terms such th@teeVar(Q) = FreeVar(I) and.A andB
sets of process terms, théhemulatesk with respect to4d and?5 iff

Vx1..XpeRVVgeqV acATBeB  GcU*

QlDEI’rL()Ean>TL0v HneNIal

[P(TINQR T [A)n) = (@,11)) — P(T(IR %, 1B)a) = (@,71)] < 1/q(n)
where{z; ...z} = FreeVar(Q).

A desirable property of the emulation relation is congruence, in other words the following should
hold: if @ emulated with respect ta4d andB thenC[Q] should emulate’[I] with respect ta4 and
B, for an arbitrary context’| |. We only consider contexts which do not use iteration neither priority,
it is easy to see that we can factorize any conéjtof this kind in a context having the following
structure:

Definition 3.9 The set ofcontext<C is defined inductively as follows:
e []€C;
e (z),.C[] € C provided thatC[ ] € C;
e [z =0].C]] € C provided thaC[ | € C;
e C[]|Q € C provided thaC[ ] € C andQ € £ andLocalOut(Q) = 0;
o ClII(x)o(T)u-

Given a contex’[ | and a proces®, the notatiorC'[()] means that we substitute the proc@s®r
the[ ] in C[ ]. Note that an adversary of () cannot interfere with private internal communications
of @, moreover, in order to show the congruence result we impose further good properties to the
adversaries:

Definition 3.10 Let.4 andB be sets of adversaries agdandl processes. We say thdtand 5 are
structural for@Q and I iff

0 € AandA|R € A provided thatd € AandR € L;

A andB area-renaming closed for both channels and variables;

Bé?g;;r(<t>v)‘(x)v<x>u € B provided thatB € B andv is not a channel oB;

Bleage((t),) € B provided thatB € B, ¢t € T andwv is not a channel oB.

The congruence results follows:



Proposition 3.11 Let ) be a protocol that emulatdswith respect ta4 and 5, thenC[R] emulates
C'[I] with respect tad and5 provided that4 andB3 are structural for) and!.

A corollary of Proposition 3.11 is the so called Composition Theorem. This result was first dis-
cussed informally for the secure computation setting in [MR91], and states the followiRgisif
secure implementation of the ideal protoépl) and.J are two protocols which use the ideal protocol
I as a component, and finall@[/] is a secure implementation dfI], thenQ[R] should be a secure
implementation of/[I]. This result is captured as follows:

Corollary 3.12 Let R be a protocol that emulatdswith respect ta4d and3 and@|[] a protocol that
emulates/[/] with respect tad and 5. Then@[R] emulates/[I] wheneverA and B are structural
with respect ta? andl, B C A andQ[] € C

Proof: By Proposition 3.11 we obtain thgt[R] implements securel@[I], then by composition this
equality with the hypothesis thé}[7] implements securely[/] we get the desired result. O

4 Oblivious transfer

Recall that oblivious transfer is a two party secure computation protocol where one agent is called
the sender and the other theeceiver The sender holds a vector of bitsand the receiver wishes to
know thei-th bit of this vector. We can split the goal of the protocol in two parts: the receiver obtains
the required-th bit without knowing further bits ob; the sender never gets to known which bit was
required from the receiver.
Ideally, this can be setin a context where there is a trusted and neutrallpastyr), . (v)./ . (Zy) v

that waits from the sender the vector of Hitand from the receiver to valueand then sends to the
receiverb;. The sender only sends to the trusted partthat isS(b) = (b),. Finally, the receiver
just sends to the trusted party, waits for the valtgand then issues through a local output channel
u this value,R(i) = (i),|(2)y7.(2). (the local output: models what the receiver knows in the end
of the protocol). The ideal process corresponds to placing all this three processes in parallel, that is,

I(b,i) = T|S(b)|R(3). In practice, trusted parties can not be found, or are too expensive, and there-
fore a real OT protocad)(b, i) contains only two agents, the sendgg(b) and the receive@x (7).
We now focus our attention in defining when(sa secure OT protocol.

4.1 Secure oblivious transfer

For the sake of simplicity we start by assuming that only the receiver is an adversary. This means
that the receiver is an evil party, and hence, it wants to know more than justhtst from vectorb
which is held be the sender. Having this in mind, consider again the ideal setting with a trusted party,
but, since in this case we do not know the receiver behaviour, we must deleted it the from the ideal
process, that i$g(b) = T|S(b).

Ideally, an adversary receiver can only obtain a bit figrthat is.

Definition 4.1 An ideal receiver adversaris a process3 such that:
o ucUp;

i E|novn>no Elzl EIh:N—>N€PPT such that

=,

P(H{1y ), (b) = x) = P(g(b;) = x)
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whereHﬁ,S‘B)n : N¥ — N is the random function such that

P(H{ gy, 0)=2)= > PITFF(Us0)B),) = s(u,2)).
s€(Ob\({u} xN))*

=, =,

Note thatH (b) is the random variable which gives the output 6§ ()| B),, via v This
condition imposes that the output wiamust be a function of only one projection lof

We denote theet of all ideal receiver adversaridsy 7.

Note that we impose the ideal adversary to output information through chanaeet that further-
more, this information can only be obtained (efficiently) through one bit of

On the other hand, real adversaries, who will attack a real protocol, have no restriction whatsoever
to the amount of information they might obtain from interacting with a real sender, and so, we can
only assume they will locally output the information they got through the channel

Definition 4.2 An real receiver adversaris a procesg’ such that € Uo-. We call the set of all real
receiver adversarieR.

As expected, we say that and oblivious transfer protocol is sender secure, if the sender interacting
with a real adversary simulates the ideal setting (that is the ideal process interacting with an ideal
adversary). In detail we have:

Definition 4.3 Let Q(b,4) = (Qs(b), Qr(7)) be an oblivious transfer protocol, we say tigb, i) is

-

sender secure iff) s emulateds for all datab with respect toR andZ.

It is straightforward to set the dual notion refceiver secur®©T protocol.

4.2 Composition Theorem

We now focus our attention to compositionality. Once again, the fact that adversaries are part of the
protocol, instead of exterior to the protocol, make compositionality harder to present. First we must
understand what does it mean to a protocol to call, for instance, an OT protocol, in a modular way.

Assume tha)(b,i) = (Qs(b), Qr(4)) is a protocol that implements securely the OT function-
ality. Consider now an ideal two party protoctlz, y) = (Ji(x), J2(y)) which realizes some other
cryptographic task and another proto€dlz, y) which implements/ securely for some set of adver-
saries. Assume that requires an OT from agent 1 to agent 2, and therefore uses the ideal protocol
I mentioned above. Hence, the first agent/ofontains an ideal sender, in other words, is of the
form Jy1(z)[S(f(x))], the second agent contains an ideal receiver, so is of the Jotg) [R(g(v))],
and, moreover,/ must contain the trusted par). We can think ofJ as a protocol running in
parallel all three elements, that Kz,y) = Ji(z)[S(f(z))]|/2(v)[R(9(y))]|T. Now, assume that
U(z,y) also uses the ideal OT protocol and therefore, making a similar analysis, is of the form
U(z,y) = Ui(z)[S(f(z))]|U2(y)[R(g(y))]|T. What the composition theorem states is that if we
replace the ideal sender and the ideal receivér by the sender and the receiver@f(and get rid of
the trusted party), then the new proto€8lz, y) still implements securely (z, y).

There are still several issues underspecified in all that has been said on compositionality. For
instance, how doeg, call the ideal receiveR with the valueg(y) and receives its output? In other
words, how is modular call modeled in the process algebra?

11



Consider the ideal receivét(i) as an example, this process contains the variaieich carries
the value of the input of the receiver. One can pass the \ilfier instance, ta in the following
(1), R(7)|(3),. Finally, one can receive the output of the receiver (which is issued by the output
channekl:), by augmenting the receiver in order to send the local output through a private channel
which then can be used to receive the value in some context. For instance cdﬁsiddﬁgizlwl
and obtain this value fo€)’ as follows R'(i)|(z),,Q’". It is easy to check thak and R’ have the
same behaviour with respect to real adversaries, provided that these adversaries do not read through
channel’. Observe that both the ideal receivefi) and the real receivep z (i) must use the variable
i to carry the input and the channelto output, and therefore we can replace one by the other in
Jo(2)[(1)R(3)| (t(2))]-

Given the previous discussion, the compaosition theorem can be stated as follows.

Theorem 4.4 Let J(z, y) = Ji(z)|J2(y) be an ideal protocol/(z, y) = Ui(z)|Uz(x) be a protocol
andQ@(b,i) = Qs(b)|Qr(7) be a OT protocol such that:

e J andU have an ideal OT as a component, that(s, y) = J1(x)[S(f(z))]|J2(y)[R (g(y))]|T
andU (z,y) = Ur(2)[S(f (@))]|U2(y)[R (9 (y)]|T;

e U; emulates/; with respect toR andZ andU;[] € C, thatis ,U, || is a context.;
e (s emulatesS|T" with respect toR andZ;

ThenU; = U [Qs(f(_))] emulates/; with respect taR andZ.

Proof: Straightforward by Corollary 3.12 and by observing tRatndZ are structural fo)s and
S|T. O

We state the above property by saying tbemder security is compositional with respecfto

4.3 Related notions of security

In this section we compare the notion of secure oblivious transfer established in Definition 4.3 with
the formalization due to Canetti in [Can00]. The result follows from the auxiliar representation re-
sult between process algebra terms and (polynomial) interactive Turing machines which we start by
presenting. Please refer to [Gol01] to recall the notion of interactive Turing machine.

Proposition 4.5 Let M andN be two interactive Turing machines with common inpuboth prob-
abilistic and polynomial om) and with auxiliar inputz and y respectively, then there are two
process termg)(x) and R(y) with security parameter. and output channelg; andus such that

P((M(z),N(y))(n) = (m1,ma)) =
P(TQ(x)|R(y) S {<U1, m1>.<U2, m2>, <UQ, m2>.<u1, m1>})
Moreover the converse also holds.

This result allow us to compare the previously established notion of security with the notion
proposed by Canetti for non-adaptive adversaries in the computational setting [Can00] (we specialize
the definition for the simpler case of a sender secure OT protocol and do not distinguish the receiver
from the adversary).
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Proposition 4.6 A protocol is sender secure by Canneti’'s notion (Definition A.1) iff is it sender se-
cure according to Definition 4.3. In other words, fgts, and Ni be interactive Turing machines

that implement an OT protocol (as a sender and receiver) and are sender secure in the computational
setting according to Definition A.1 then the associated OT protocol specified with process terms is
sender secure according to Definition 4.3. Moreover, the converse also holds.

Proof: Straightforward application of Proposition 4.5 and by noticing that the ideal and real adver-
saries coincide. O

5 Secure computation

In this section we generalize the concepts and results from oblivious transfer to secure computation in
general.

Recall that the overall objective of secure computation, originally proposed in [Ya082], is to com-
pute a function (eventually random) publicly, maintaining its arguments secret. To fully characterize
this task, considek agentsA,, ... A, who wish to evaluate the random functign: N¥ — NF,
Moreover, each agemt; holds a secret argumetit A secure computation protocol should provide a
value of fi(cf) to A; and guarantee that both this value aldemain secret (except té;).

Note that oblivious transfer is a particular case of secure computation, where there are two agents,
the receivet and the sende$. The secret data for the sendebiand for the receiver i§ moreover,
fs(b,i) = b; and fr(b, i) is irrelevant.

Once again, it is trivial to find a secure computation protocol if there is an outside trusted agent
T'. In this case, all agentd; just need to send their secret ddtdo 7" and then, wait fofl" to give
them back the valuéi(cf). This is precisely what happens when we vote, we expect it to be secret
and that the state, which is to be trusted, provide us the final result. In the process algebra, we could
model this trusted agent B = (z1)v, - - . (Zn)v, ((f1(Z)) ;|- - - [{f£(Z)); ) and the other agents by
Qi(di) = {di)v; |(1)r (s,

One hurdle consists in finding protocols which provide the above mentioned functionality without
a trusted party. Examples of these protocols can be found over the literature. It is out of the scope
of this paper to present these protocols and hence, in the sequel we will just der@(téﬁ)b.wch a
protocol.

The next immediate hurdle corresponds to show t@étf) is secure, and this is the problem

addressed in the next section.

5.1 Secure computation analysis

The overall idea in secure computation analysis is to consider the adversary as a set of agents who
are corrupted by an evil hacker, or are just colluding against the other agents. Following this line of
reasoning, consider a fixed number of agénts k£ which are not corrupted. Since we do not know
exactly what the remainin¢h — k) are going to do, even in the ideal setting of a trusted party, we
obtain the following ideal process

I(d) = T|Qi(d1)| - |Qn(dn)

- -

Moreover, we split the real protoc@}(a - d) in two A(d@) and H(d) where A(a) corresponds
to the part of the protocol supposedly to be run by the corrupted agentd @fdo the part which
corresponds to the honest players.

13



- - - -

Now we say that)(d, d) is secure forH (d) iff H(d) can simulate/(d). It is usual to consider
two types of attack: passive attack (where the adversaries try to get some information from the secret
data or the outcome ¢f for other agents); active attack (where the adversaries try to change the value
of f given to the parties). The sender secure oblivious transfer presented in Section 4.1 correspond to
security against passive attack. Once again, the Canneti’'s concept of secure computation presented in
[Can00] merges with ours, the details are omitted for the sake of space.

5.2 Passive adversaries

For passive adversaries the following is expected to happen: the ideal adversary set of parties may
only obtain, by running the protocol, their input data and their correspondent projectighsrof
other words:

Definition 5.1 An ideal passive adversaig a process3 such that:
o ucUp;
° Hnovn>n0HaeNkfhag:Nuk—h)HNeppT such that
P(H&\B)n(@ =) = P(g(as, ..., a5_p, f1(@-d),.

whereH N" — N is the random function such that

s fro-n(@- d) = )

P(HYp (d)=2)= Y PTFFY(I()B),) = s(u,)).
s€(Ob\({u}xN))*

We call the set of all ideal receiver adversaries

Note that we impose the ideal adversary to output information through chanaat that further-
more, this information can only be obtained (efficiently) through the data which the adversary is
allowed to retrieve.

Once again, real adversaries have no restriction whatsoever to the amount of information they
might obtain from interacting with a real sender, except that they will locally output the information
they got through channel

Definition 5.2 An real passive adversarig a processA such that, € U4. We call the set of all real
passive adversariés.

As expected, we say that a secure computation protocol is secure for passive adversaries iff the
honest parties interacting with a real passive adversary simulate the ideal setting (that is the ideal
process interacting with an ideal passive adversary). In detail we have:

Definition 5.3 Let Q(a - d) = (A(d@), H(d)) be a secure computation protocol, we say théd) is
secure for passive attacks dfiff H emulated with respect tdR andZ.

The next best thing happens:

Proposition 5.4 The notion of security for passive attacks is compositional with respé&tt to
Proof: Straightforward by Proposition 3.11 and by observing fRatndZ is structural.

In the sequel, we focus our attention to active adversaries. As we shall se, active security is easier
to establish than passive.

14



5.3 Active adversaries

For the case of active adversaries, we do not care about the information the adversary may gather in
the end of the protocol, but instead, we only impose that the adversary is not able to interfere with the
outcome off.

- -

Definition 5.5 LetQ(a-d) = (A(a), H(d)) be a secure computation protocol, we say {& secure
for active attacks of! iff H emulated with respect toC and.L.

Hence, we consider both the set of ideal adversaries and real adversaries to be the set of all
processes. Clearly, if a real adversary is able to change the outputsiofH (d) for somei €
1...h then the protocol is not secure, because there is no adversary that can achievethis. for

Compositionality also works for this case.

Proposition 5.6 The notion of security for passive attacks is compositional with respétt to
Proof: Straightforward by Proposition 3.11 and by observing thé structural.

6 Conclusions

The main results obtained in this paper are threefold. First, we have settled a notion of secure compu-
tation for both passive and active adversaries in the context of a probabilistic polynomial-time process
calculus, giving special attention to relevant case of oblivious transfer. Second, we provided an ab-
stract composition theorem. Finally, we showed that the notion of security is equivalent to the notion
formalized by Canetti [Can00], based on interactive Turing machines,.

We stress that there are several advantages of using a calculus instead of interactive Turing ma-
chines, in particular to address problems related with secure protocols. First, the process algebra is a
much more natural and clear language to specify protocols than interactive Turing machines, in other
words, the process algebra syntax is much closer to the actual language used to implement protocols.

Another advantage consists on the fact that compositional issues are dealt in a much more clear
way using process algebras. This property is due to the fact that congruence is a standard concept for
an algebra. Observe that to show the composition theorem, it is enough to prove a congruence property
for the emulation relation. The candidate for the congruence relation is obvictignifulatesB then
C[A] emulates”[B] for any contexC.

Finally, we note that the framework on process algebras seems to be very promising result wise,
having in mind applications in security. Moreover, probabilistic polynomial-time process algebras are
the adequate setting to grasp the concepts related to computational security, since both the parties and
the adversaries are, in practice, bounded by probabilistic polynomial-time algorithms. Therefore, this
work should be counted as one more contribution to the more general effort of searching an abstract
notion of security for all possible cryptographic tasks.

The next step starting from this work consists in adding public channels, and henceforward con-
sider protocols with public communication. The work on secure channels by [CKO01], wherein private
channels are emulated by public channels endowed with encryption, tailors the line of research that
shall be pursued on this topic. Namely, we expect in the near future to find a secure channel com-
piler that maps a process term containing just private channels to an equivalent process containing just
public channels. Another on going work consists in actually applying the definition to a particular
protocol like the circuit-evaluation protocol [AF90]. In the long run, we expect to axiomatize the
calculus along with the emulation relation (or a related relation) in such a way, that we could infer
security syntactically from the specification.
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A Related concepts

Definition A.1 (Canetti) Let @ = (S, R) be an oblivious transfer protocol. We say tliats sender
secure in the computational setting iff for any PPT receiver limited real advedsdugre exists a PPT
ideal receiver adversatysuch that:

IDEAL o7 ; =~ EXECg 4.
where:

e S R, A I are all PPT (over the security parametginteractive Turing machines;

e ~ stands for computationally indistinguishable.
e EXEC;g 4 is the probabilistic ensemble

{EXECs,a(n, 57 i>}n€N,(5,i>6{O,1}*

whereEXECs 4(n, b, i) denotes the distribution over the outputsdfsince this is an execu-
tion of an OT protocol we do not require the sender to generate an output) after the following
computation:

1. The sender starts with the security parametand inputB (we consider that the machine
is probabilistic in the transitions which is equivalent to having a random input). The
adversary starts with the security paramet@nd input; (possibly modified).

2. Initialize the round number = 0;
3. As long as the sender does not halt, repeat:
(a) the sender generates the messagdo the adversary;
(b) the adversary learns,. and generates,;
(c) the sender receives,;
(d)y r=r+1;
4. The adversary generates an output.

e IDEAL o7 is the probabilistic ensemble

{IDEAL o7.1(n, g’i)}neN,@,i)e{O,l}*

wherelDEAL ;(n, b, i) denotes the distribution over the outputs/ddfter the following com-
putation:
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1. The sender starts with the security parametand inputl? (we consider that the machine
is probabilistic in the transitions which is equivalent to having a random input). The
adversary starts with the security parametand inputi (possibly modified);

2. the sender sendsto the trusted party and the adversary also sends a yalexentually
different froms) to the trusted party. The trusted party sebd® the adversary;

3. The adversary generates and output that is a (probabilistic polynomial timefonction
of 7 andb;.

B Proofs

Proof of Proposition 3.10By structural induction or[]
e Base: trivial

e (y),.CJ]: First consider thay ¢ FreeVar(Q), then(y)U.Q§Z|A is computationally indistin-
guishable from

Q%|eaget (y)..end ).

By hypothesis there i’ such that[fz|B’ is computationally indistinguishable from

Q%|eagex(y),.end A),
which is also indistinguishable from
()uI%|eage(0),)|B' = (). IF|B".

If y € FreeVar(Q) then letY be the (polynomial-time) distribution of the output ofin
(y)v.Qf?\A. By hypothesis there i® such thaQﬁZ’yy|eage(A<t>”) is computationaly indistin-

end

guishable from[fz’%/yB, which is computationaly indistinguishable from

(y).I%| Bleage((Y),).

e [z = 0].C[]: Let A be an adversary fdr: = 0]Q. Sincex € OpenVar([z = 0]Q), then just
choose as ideal adversaBysuch that[;‘%|B is computationally indistinguishable fro@%m.

e C[]|R, where@® has no local outputs: letl € A, sinceA is structural, there exist® €
B such thatQQsz\A is computationally indistinguishable frorff(:|B, we can re-labeB

and! such that no private channels in common exist vﬁ’@ and thereforaff_é\B[RfZ is also
computationally indistinguishable frorﬁ@B andB is the required real adversary.

o O[]|(z)u(z)y: let A € A, sinceA is structural, there exist8 € B such than?\(m)v<x>uyA
is computationally indistinguishable froﬂ@B, just replace inB every occurrence oft),, by
eage((t),), wherev does not occur iB|I and obtainB’ € B. ThenIfZ]B is computationally
indistinguishable from % B'| (), () u.

0
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Lemma B.1 Let M be an interactive Turing machine with inputwhich is probabilistic and poly-
nomial onn for any interaction with another (probabilistic and polynomiahgrinteractive Turing
machine, then the following family of functions is probabilistic polynomial fQrime:

o {f":Nx N, — 2},en Where:

q(n)

N, = U {0,...,q(n)}* (we calle the element of0, .. ., ¢(n)}");

- fs(x, r) take the valua wheneverM (n, z) switches after receiving from the read-only
communication tap?eand() otherwise;

o {f":N x N, — N},en Wheref(x, ) gives the value of the write-only communication tape
of M (n,x) after receiving* from the read-only communication tape;

e {fI': N x N, — N},en Where f,(z,7) gives the value of the output tape df (n, ) after
receivingr from the read-only communication tape.

Proof: To obtain a probabilistic Turing machine that calculafés: N x N,, — 2 just consider)M

as a simple probabilistic Turing machine (assume that it has associated the bit O for identification)
and enrich it so that whenever it switches, the vaiuis placed in the read-only communication tape,
iteratings from 1 to, at most,|#| or until M halts. Finally, consider as result the value in the switch
tape. Since both the size Bfand|| are bounded by a polynomial en the resulting Turing machine

can still be made polynomial an The other Turing machines are obtained similarly. O

Proof of Proposition 4.5: First observe that there exists a polynomjél) such that the number
of messages exchanged By (n,z) and N(n,y) is less or equal t@(n). Assume, without lack
of generality, that\/ starts the computation. Consid@(x) =!|,) Q' (z)|()1,[(0)n, and R(y) =
Latn) B ()1(€)1, whereQ' and R’ are as follows:

o Q'(w) = (Z)1,-(Tn)hy-(
[zh = 0].(24) v, (
[f3(z, 2r.20) = O] ((fEH (0, B1-00) Yoy [(Z1-20) 15 [(O) y ) |
. (£, 2raw) = (£ (2, 21-20) ) uy [ (L) hy)

o = 1f5 (@, 2-20))us)

[yn = 0]. (Y0 ), -
195 (Y, G1-y0) = O1.({g2 (¥, G1-Y0) Yo [{T1-40) 1[0V 1) |
95 (Y, Di-y0) = 1 (96 (Y, Gi-Y) ) us | (1) ns)

[yn = 11096 (Y J1-Y) Jus )

Note thatQ)’ and R’ correspond to a message exchange round betweandN. The channelgs are
used to store the previous values of the read-only communication tape for each machine. Furthermore,
the channelé’s are used to know if the machine emulated by the other process has halted or not and

2In order words, the interaction betwe@ii and another machine has produceid the read-only communication tape,
that is, the first interaction the tape has the valueand so on. Note that/ does not require to halt after receivifig
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finally the channels’s are used to send to the other machine the value in the write only communication
tape.
The family of functionsf andg are the probabilistic polynomial terms given by Lemma B.1 for
M and N respectively. Note that botf) and R have only one transition enable in each step, hence
the scheduler does not play any role. It is now straightforward to check that the probabilities match.
The converse follows from the fact that the semantics of a process for a computational efficient
scheduler can be computed in probabilistic polynomial time. d
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